Appendix B

King County Mental Health, Chemical Abuse and Dependency Services 

Division

RESEARCH and DATA SHARING AGREEMENT

Agreement made between [Researcher’s Name, Affiliation]________________________ and members of the research team who will have access to confidential information and who have signed this Agreement (hereinafter referred to as “RESEARCHERS”), and King County Mental Health, Chemical Abuse and Dependency Services Division (hereinafter referred to as “KCMHCADSD”).

WHEREAS the RESEARCHERS have submitted a written research proposal entitled [Title of Proposal] “________________________________” to KCMHCADSD dated ___________, a copy of which is annexed hereto and made a part hereof; and 

WHEREAS an Institutional Review Board (IRB) or Privacy Board has reviewed said proposal, and has determined that it clearly specifies the purposes of the research and the information sought and is of importance in terms of the agency's program concerns, that the research purposes cannot be reasonably accomplished without disclosure of information in individually identifiable form [and without waiver of the informed consent of the person to whom the record pertains or the person's legally authorized representative], that disclosure risks have been minimized and that remaining risks are outweighed by anticipated health, safety or scientific benefits, and has approved said proposal with respect to scientific merit and the protection of human subjects; and

WHEREAS the RESEARCHERS have declared to be in receipt of the division's Evaluation and Research Review Committee Policy and Procedures and have had each individual researcher complete and sign an MHCADSD Oath of Confidentiality;

NOW THEREFORE, IT IS AGREED AS FOLLOWS:

Data Requested:

1. The purpose for which the data are requested is: [insert details here].

2. The Period of Agreement.  This agreement shall commence on the date of signature (or on: _________________) and shall expire on: ___________, or if no date is inserted, shall expire one year after the signature date.

3 Description of data shared:

A. Data file specification (dates, data elements)

B. Inclusion Criteria (filter variables)

C. File format (tab delimited, name of file, type of file, diskette or whatever)

D. File retention: Data Identifiers
 will be destroyed on ____/____/____ or at the earliest opportunity consistent with the conduct of the research, unless there is a health or research justification for retaining identifiers
.   In studies where client authorization is obtained, use and retention of the data must be consistent with the authorization form that the client signed.

E. Researcher shall maintain, document and maintain records of informed consent from each subject or the subject’s legally authorized representative s required by law and stipulated by the IRB unless the IRB documented that waiver of some or all of the elements of informed consent has been approved for this research.

Specifications of data disclosed:[Insert details here]: _________________________________ 

4.
Management of Data

A. Storage, privacy protections as follows: _______________________________.  The data will be stored in a secure database only accessible to authorized system users and only as necessary as defined below,

B. Access.  Database Administration Access:  ________________ staff whose responsibilities include database administration will have unrestricted views of the data.  They are permitted to perform any task with the data as needed to maintain and archive the data.  Data administrators must comply with the terms of this agreement and with applicable state and federal confidentiality requirements limiting the release of client identifying information.  

5.
The RESEARCHERS will:

(a) Uses of data disclosed: [insert details here]  _____________________ 

(b) Create a master identifier file which links names and direct identifiers with arbitrary study codes, protect this master file with passwords known only to the RESEARCHERS, and maintain all copies of the master file in a secure, locked location at all times when not in use;

(c) Remove names, and other data elements which could identify individuals, from records in the study database, identify records in the database only with arbitrary study codes, and ensure that, without access to the master identifier file or KCMHCADSD records, all database records are unidentifiable; 

(d) Maintain all KCMHCADSD records and record information in secure locked locations or in password protected computer files when not in use;  

(e) Use appropriate safeguards to prevent use or disclosure of the information other than as provided for by this agreement.

(f) Restrict access to KCMHCADSD records and record information, including the master identifier file, to persons who have signed this Agreement; 

(g) Notify the KCMHCADSD Evaluation and Research Committee if other identifiable data not specified in this Agreement are needed for the study;

(h) Report to KCMHDSD any use or disclosure of the information not provided for by this data use agreement of which RESEARCHER becomes aware.

(i) Ensure that any agents, including a subcontractor, to whom RESEARCHER provides the individually identified personal health data or limited data set agrees to the same restrictions and conditions that apply to the RESEARCHER with respect to such information

(j) Report or publish findings in a manner that does not permit identification of persons whose records are used in the research;

(k) Destroy the master identifier file, and all individual identifiers associated with the KCMHCADSD records or record information when study purposes have been accomplished and provide written certification to the KCMHCADSD Evaluation and Research Committee that this requirement has been fulfilled.

6.
The RESEARCHERS will not:

(a) Link KCMHCADSD records or record information, or study database records, with information obtained from sources other than those identified in their proposal to KCMHCADSD without the express written permission of the KCMHCADSD Evaluation and Research Committee;

(b) Identify the information in a de-identified limited data set.

(c) Contact or attempt to contact any person identified in records provided by KCMHCADSD without the express written permission of the KCMHCADSD Evaluation and Research Committee;

(d) Disclose, publish, provide access to, or otherwise make known any individually identifiable information in KCMHCADSD records or de-identified limited data set  released under this Agreement, or in study database records created under this Agreement, except as provided in RCW 42.48.040; 

(e) Copy, duplicate or otherwise retain individually identifiable information provided or created under this Agreement for any use after study purposes have been accomplished.

(f) Transmit any KCMHCADSD/DOH record or record information across any electronic network or medium unless the individual records have been securely encrypted. 

7.
The RESEARCHERS agree to use the information provided by KCMHCADSD for no purposes other than those described in their proposal to KCMHCADSD.  Substantial changes in study design and methods, changes that may affect approved study purposes, and/or use of this record information of thesis, dissertation, or other educational purposes that are not described in the RESEARCHERS’ proposal to KCMHCADSD, will be subject to prior review and approved by the KCMHCADSD Evaluation and Research Committee.

8.
KCMHCADSD assumes no responsibility for the accuracy or integrity of data derived or created from the source data provided under this Agreement, or for the accuracy or integrity of the source data once the RESEARCHERS have altered or modified the data, or linked the data with other data files.

9.
KCMHCADSD assumes no responsibility for the accuracy or validity of published or unpublished conclusions based in whole or in part on analyses of data provided to the RESEARCHERS.

10.
The RESEARCHERS agree that KCMHCADSD shall have the right, at any time, to monitor, audit, and review activities and methods in implementing this Agreement in order to assure compliance therewith.

11.
In the event the RESEARCHERS fail to comply with any terms of this Agreement, KCMHCADSD shall have the right to take such action, as it deems appropriate, including termination of this Agreement.  If the Agreement is terminated, the RESEARCHERS will forthwith return all information provided by KCMHCADSD, including all materials derived from this information, or make such alternative disposition of provided and derived information as directed by KCMHCADSD.  The exercise of remedies pursuant to this paragraph shall be in addition to all sanctions provided by law, and to legal remedies available to parties injured by unauthorized disclosure.

12. The RESEARCHERS will hold KCMHCADSD harmless from any damage or other liability, which might be assessed against KCMHCADSD as a result of any information received pursuant to this Agreement.

13. Unauthorized disclosure of any identifiable information provided under this Agreement is a gross misdemeanor and may also result in a civil penalty of not more than ten thousand dollars for each violation, under the provisions of RCW 42.48.050.  Federal requirements of 42 CFR Part 2.32 requires any disclosure of protected substance abuse information made with written patient consent to be accompanied by a written statement that the information disclosed is protected by federal law and that the recipient cannot make any further disclosure of it unless permitted by the regulations.  Further, under federal law, any RESEARCHER that receives a limited data set and violates the data use agreement will be in noncompliance with the standards, implementation specifications and requirements of 45 CFR 164.514(e).  Penalties for noncompliance may result in a fine of up to $250,000, imprisonment of up to 10 years or both. 

14. This Agreement becomes effective on the date it is signed by the KCMHCADSD official authorized to approve disclosure of identifiable records or record information for research purposes.  This Agreement remains in effect until the date specified in the Agreement, or until the RESEARCHERS provide written certification to the KCMHCADSD Evaluation and Research Committee that all KCMHCADSD records and record information, and all study databases created in whole or in part from KCMHCADSD records or record information, provided under this Agreement have been destroyed or returned to KCMHCADSD.  

IN WITNESS WHEREOF, the parties have signed their names hereto on the dates appearing with their signatures.

_________________________________________________

_____________

Administrator, Title







Date

KCMHCADSD

_________________________________________________

_____________

Researcher’s Name







Date

Affiliation

___________________________    
___________________________    
_____________  

Research Staff Member    

Signature                


Date

(Please Type Name)

___________________________    
___________________________    
_____________  

Research Staff Member    

Signature                


Date

(Please Type Name)

Add signature lines as necessary for all research staff members to sign this document.

APPENDIX C

Limited Data Set, from 45 CFR Part 164.514(e) HIPAA

(e)… 

(1)
Standard: Limited data set.  A covered entity may use or disclose a limited data set that meets the requirements of paragraphs (e)(2) and (e)(3) of this section, if the covered entity enters into a data use agreement with the limited data set recipient, in accordance with paragraph (e)(4) of this section. 

(2)
Implementation specification: Limited data set.  A limited data set is protected health information that excludes the following direct identifiers of the individual or of relatives, employers, or household members of the individual:

(i)
Names;

(ii)
Postal address information, other than town or city, State, and zip code;

(iii)
Telephone numbers;

(iv)
Fax numbers;

(v)
Electronic mail addresses;

(vi)
Social security numbers;

(vii)
Medical record numbers;

(viii)
Health plan beneficiary numbers;

(ix)
Account numbers;

(x)
Certificate/license numbers;

(xi)
Vehicle identifiers and serial numbers, including license plate numbers;

(xii)
Device identifiers and serial numbers;

(xiii)
Web Universal Resource Locators (URLs);

(xiv)
Internet Protocol (IP) address numbers;

(xv)
Biometric identifiers, including finger and voice prints; and

(xvi)
Full face photographic images and any comparable images. 

(3)
Implementation specification: Permitted purposes for uses and disclosures.  

(i)
A covered entity may use or disclose a limited data set under paragraph (e)(1) of this section only for the purposes of research, public health, or health care operations
. 

(ii)
A covered entity may use protected health information to create a limited data set that meets the requirements of paragraph (e)(2) of this section, or disclose protected health information only to a business associate for such purpose, whether or not the limited data set is to be used by the covered entity. 

(4)
Implementation specifications: Data use agreement.  

(i)
Agreement required.  A covered entity may use or disclose a limited data set under paragraph (e)(1) of this section only if the covered entity obtains satisfactory assurance, in the form of a data use agreement that meets the requirements of this section, that the limited data set recipient will only use or disclose the protected health information for limited purposes.  

(ii)
Contents.  A data use agreement between the covered entity and the limited data set recipient must:

(A)
Establish the permitted uses and disclosures of such information by the limited data set recipient, consistent with paragraph (e)(3) of this section.  The data use agreement may not authorize the limited data set recipient to use or further disclose the information in a manner that would violate the requirements of this subpart, if done by the covered entity;

(B)
Establish who is permitted to use or receive the limited data set; and

(C)
Provide that the limited data set recipient will:

(1)
Not use or further disclose the information other than as permitted by the data use agreement or as otherwise required by law;

(2)
Use appropriate safeguards to prevent use or disclosure of the information other than as provided for by the data use agreement;

(3)
Report to the covered entity any use or disclosure of the information not provided for by its data use agreement of which it becomes aware;

(4)
Ensure that any agents, including a subcontractor, to whom it provides the limited data set agrees to the same restrictions and conditions that apply to the limited data set recipient with respect to such information; and

(5)
Not identify the information or contact the individuals.

(iii)
Compliance. 

(A)
A covered entity is not in compliance with the standards in paragraph (e) of this section if the covered entity knew of a pattern of activity or practice of the limited data set recipient that constituted a material breach or violation of the data use agreement, unless the covered entity took reasonable steps to cure the breach or end the violation, as applicable, and, if such steps were unsuccessful:

(1)
Discontinued disclosure of protected health information to the recipient; and

(2)
Reported the problem to the Secretary.

(B)
A covered entity that is a limited data set recipient and violates a data use agreement will be in noncompliance with the standards, implementation specifications, and requirements of paragraph (e) of this section.

� This form is to be modified as agreed upon by the researcher and the KCMHCADSD Research Committee to meet the individual requirements of each research study.


� Identifiers include names, KCID or medical identification numbers and all other identifiers listed in 45 CFR 164.502(d).


� 45 CFR 164.512(i)(2)(ii)(A), RCW 70.02.050(g)(v) and RCW 42.48.020(2)(c)(iii)


� RCW 70.02.050 further limits the use of a limited data set.  IRB approval is required for all research disclosures including limited data sets (70.05.050(g)(v).  For public health and health care operations, disclosures are limited by 70.02.050(2)(a) and 70.02.050(1)(b) respectively





